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Updte On Courie raudsters actve i Kent -

Further to our our previous alerts on this,we have seen further Courier fraud 10 STOP FRAUD™
type offences n the Eas ofthe County but in the last ouple of days we have

seen 2 movement o the West o the county i partcuar i Sittingbourne and the surrouding

areas. There have also been reports o attempte offences in Maidstone, Borough Green,

Cranbrook, Dartford and Sisinghurst.

The fraudsters are st stating they are.

jiiemimrsetall Have you been asked
[l to withdraw cash by
el the police?

Bank Cards. It's 2 SCAM.

Rememberth Plicewil nevercall ana :
voutowindrow o b This is a scam.
cllced by a courier. Nether wilhey  The polc oryour bk will ever:
sk youto and over your BAnKCGAIGS 35 2 o your nank aetate or PN

art of an investigation.
part estigat « ask you to transfer or withdraw and handover sums

Remember the ABC of Fraud awareness  of money
‘and NEVER ASSUME or BELIEVE acallis » send a courer to collect your bank cards, cash or PIN
genuine and always CONFIRM by

ringing a trusted number (see our 1 you ae unsure about  call o vistor you have received:
leaflet opposite). + Dot gve out ny personalorancal formatn.
+ Hong p o closeyou frontdoor o check the caler's dentty.
1f you think that you may have been a I thy phoned you, vait 10 miutesbefore yu s the phone
victim of this type of scam, then contact 208 (or use a difrent teleane) ncase they say on the ine.
- Contac thr company yourselfo il 101 for the plce - do ot

Vour Bankimmediately which you can ot et e
G0y caling 159 300 callus o0 101 « e i sy et .
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Contacting Kent Poll
Report a non-urgent crime online www.kent.police.uk/report

Tk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress o life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk ([ €3
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Banking >cam Text messages
From our colleagues at KCC, they have been receiving reports from residents

W have b gt i runt bring esoges it Scammers :
‘trying to trick them into handing over money or personal details. To srop FRAUD

Below is an example of the type of message people may receive.

Your bank will never ask you to move your money into a safe account.

Remember never click on links i text messages & always phone.

your Bank on a trusted number, like 159. Preventing fraud
1fyou think thatyou may have been a victm ofthis type of scam, then

contact your Bank immediately, which you can do by callng 159 and

report it to Acton Fraud at ww.actionfraud.police.uk r call 0300 123
2000,

ALERT: You have
authorised a payment of

£24000t0 (If this was  THISIS A SCAMIN
not you please cancel vi
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Energy Scam A 4
This week a Kent resident reported an energy bill scam to us as follows, T0 STOP FRAUD"

“The victim was contacted by who they belleved to be their electricty company on the phone who.
tated that they owed £600. The victim agreed to pay £500 immediately and the rest over the next
few months. The victim paid the money and cancelled thei direct debit to the company as
instructed by the fraudsters. It was not untilthey were contacted by their current electric
company stating that they had not paid their bill that they realised it was a scam.

Please be on the lookout for unexpected calls, emails or texts
impersonating your energy company stating you need to make a payment.
Always check with your company using a trusted number to confirm that
they are genuine and never part with money or supply financialdetails ntl
you are totally satisfed.

1fyou think thatyou may have been a victm of tis type ofscam, then contact
your Bank immedistely, which you can do by caling 159 and report o Acton
Fraud at www actionfraud policeuk orcall 0300123 2040.
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‘Amazon Scam calls - Software Service fraud

“This weeka Kent resident sent me the following about a Scam call they received

[mpersenating Amazon. T0 STOP FRAUD
“1justgot a call on my personal number rom 2 moble number. Upon

answering, 1 8ot an automated message asking me to confirm that | authorised a payment of
£1,250 o an iPhon and i didn't o press 1. Ofcourse | pressed 1to have a it fun!

Upon pressing 1, | was put through to “Amazon Customer Service'. |

provided a fake name and they found my accoun’. Utimately, | was Preventing fraud
told that someone was using my account and that they needed to stop
the order immedatel. | was then ‘ransferre to th technical ether,

department. | was told that they needed to connect to my Amazon
account on my device which would allow them to establish the exact

location ofthe person raudsinty usin my acount Remember, ABC:
sucesstoly waste thietmefor 15 mintes. g enttng s, [ QNS
iy s ey Ao Sriceur o (PN
‘them I'd given a fake name and therefore they couldn’t possibly have - .
found mysecount” & 2ways confirm
Aways remember, Get the atest

o advice. WP

* Never insall any Softuware, or grant remote access to your
computer, a5 result of a cod call.

« fyou need tech support, ask your frends or family for recommendations and look for
reviews online first. Don't contact companies promoting tech support services via browser
pop-ups.

1 you have granted remote access to your computer then seek technical support to
remove any unwanted software from your computer. Ask your friends or family for
recommendations and look for reviews online first. Don't contact companies promoting
tech support services via browser pop-ups

@KentPoliceECU

fyouthink that you may have been a victim ofthis type of scam, then contact your Bank immediately,
which you cando by calling 159 and reporttto Acton Fraud at wwwactionfraud polce uk o call 0300 123
2080




