
Monthly Updates from PCSO's – April 2020 
 
Just wanted to pass on some information we are receiving from Andrew Judd our Volunteer & Neighbourhood 
Watch Liaison Officer in relation to various Scams going around at this time, and if you could pass on the 
information to make everyone aware. 
 
Please see below an alert from Action Fraud in relation to a phishing scam, where fraudsters are impersonating 
Tesco. 
 
The fake Tesco emails are offering ‘free vouchers’ during the coronavirus outbreak and you are asked to click on a 
link, which takes you to a convincing looking phishing website that is designed to steal your login, personal and 
financial information. 
 
If you receive one of these, please do not click on the link and delete it and report to Action Fraud. 
 

 

Criminals are experts at impersonating people, organisations and the police. They spend hours researching you 
hoping you’ll let your guard down for just a moment. 

They can contact you by phone, email, text, on social media, or in person. They will try to trick you into parting 
with your money, personal information, or buying goods or services that don’t exist.  

If you are approached unexpectedly remember to: 

• Stop: Taking a moment to think before parting with your money or information could keep you safe. 

• Challenge: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush 
or panic you. 

• Protect: Contact your bank immediately if you think you’ve fallen victim to a scam and report it to Action 
Fraud. 

• You can also report suspicious texts by forwarding the original message to 7726, which spells SPAM on 
your keypad. 

• The police, or your bank, will never ask you to withdraw money or transfer it to a different account. They 
will also never ask you to reveal your full banking password or PIN. 

• Do not click on links or attachments in unexpected or suspicious texts or emails. 



• Confirm requests are genuine by using a known number or email address to contact organisations 
directly.  

To keep yourself secure online, ensure you are using the latest software, apps and operating systems on your 
phones, tablets and laptops. Update these regularly or set your devices to automatically update so you don’t have 
to worry. 

Reporting to Action Fraud can be carried out online at https://www.actionfraud.police.uk or by calling 0300 123 
2040. If you have Twitter, you can follow Action Fraud for up to date information on COVID-19 fraud on 
@actionfrauduk. 

Scammers will continue to target people looking to buy medical supplies online. They will send emails offering 
fake medical support and trying to scam people who may be vulnerable or increasingly isolated at home. Once 
your monies are sent, the supplies never arrive. If it looks too good to be true with miracle cures and promises of 
medical supplies, then it probably is. 
 

 
The DVLA would never text you in this way asking for you to click on a link, so if you get these, please do not click 
on the link and just delete.  
 
The link is to obtain your personal data/bank account details etc. 
 
 
 
If you ever get any unsolicited text messages or emails offering refunds etc. or promises of monies or threats of 
fines asking you to click on a link, do not do it. 
 
Remember my ABC message….Never ASSUME or BELIEVE that something is genuine, ALWAYS CONFIRM it is 
genuine by contacting a trusted source or failing this, speak to a family member or friend. 
 
Finally, could you report any scams where possible to Action Fraud. 
 
 

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.actionfraud.police.uk%2F&data=02%7C01%7CKatherine.Richards%40kent.police.uk%7C3218cf6e03a14e83afeb08d7e12f2332%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C637225464880284522&sdata=0p0F2lDnsOouy%2F6wutzQJjl6F3gpr9UnKbz%2FrB3X1Zw%3D&reserved=0


 
 
 
For more info and extra help on how to keep yourself safe on line visit https://www.actionfraud.police.uk/  
 
Use the A, B, C of scam awareness: 

A- never assume a caller, email or text is genuine. 
B- never believe a caller, email or text is genuine. 
C- always confirm by contacting a trusted number, family member, friend, your bank’s fraud department or 

the police to check if it’s genuine. 
 
Its very sad at these difficult times there are many frauds and scams going on. 
 
Kind regards, 
 
Kate 
 
 

 
Kate Richards PCSO 46059656 
Community Safety Unit| Ashford Police Station | East Division 
 

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.actionfraud.police.uk%2F&data=02%7C01%7CKatherine.Richards%40kent.police.uk%7C7ece0fbffca94ebfd6ca08d7e1cfdd76%7Cf31b07f09cf940db964d6ff986a97e3d%7C0%7C0%7C637226155195866812&sdata=%2BOtisF2F55gI75KFg%2BvUh6XPA5IHms8riOzkceDYdMM%3D&reserved=0

